
 
 

Cyber Security Manager 
Permanent Full-time  
 
Are you naturally collaborative, service-oriented and community-focused? Do you want 
to make a difference in your community and be part of an organization that has a 
direct impact on the quality of life of residents in the Comox Valley? At the Comox 
Valley Regional District (CVRD) we are committed to fostering a respectful, inclusive, 
equitable and diverse workplace which is representative of the community we serve. 
Our core values-collaboration, service, accountability and sustainability help guide 
us in everything we do. If you share our commitment and values, please consider 
applying with us. 
 
In addition to the Comox Valley being an attractive geographic location to live and 
play, rich in rural agriculture, vibrant urban development, meandering coastline and 
dramatic mountains, working at the CVRD provides work/life balance through flexible 
work options, competitive salary and wages, employer-paid benefits package, and 
municipal pension plan.  At the CVRD we value continual learning and growth and 
support employees’ development through technical, professional, and leadership 
training.  
 
Working with the CVRD is a plus for everyone. To learn more, visit our website at 
www.comoxvalleyrd.ca/about/careers/work-cvrd 
 
We are accepting applications for a permanent full-time Cyber Security Manager to 
join our Information Systems team. The Cyber Security Manager (Manager) plays a 
leadership role in ensuring the confidentiality, integrity and availability of the CVRD’s 
information and systems. The Manager is directly responsible for delivering the IT 
security program for the organization, including related training, corporate 
awareness, policies, procedures, security breach investigations, and remedial action 
plans to ensure compliance with cybersecurity frameworks and security of all CVRD 
data. 
 
Reporting to the Senior Manager of Information Systems and GIS, the primary 
responsibilities of this role include: 

• Managing the development, implementation and delivery of the CVRD’s 
Information Security Program; 

• Coordinating the development of security improvement initiatives; 
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• In consultation with the Senior Manager, developing organization-wide 
information security policies and procedures; 

• Working with managers and staff across the organization to ensure that all 
CVRD staff remain adequately trained in best practices from a cybersecurity 
perspective; 

• Overseeing and managing all corporate Firewalls, VPN appliances, security 
systems and security cameras; 

• Overseeing and managing protection of Microsoft 365 with Microsoft Entra; 
• Maintaining an awareness of current and emerging threats, completing risk 

assessments and directing appropriate responses; 
• Acting as a key resource and support to the CVRD’s Chief Administrative Officer 

and local authorities on internal and external investigations involving security 
breaches and other IT policy contraventions; 

• Working collaboratively within the Information Systems management team to 
establish and monitor the CVRD’s cyber-security exposure, and changes in the 
threat landscape; 

• Participating in the development of business continuity planning; developing 
and sustaining an information security incident response readiness and exercise 
function; 

• Collaborating with Engineering Services and other CVRD staff to define shared 
responsibilities around the secure and resilient operation of critical systems, 
identifying needed improvements, and implementing and monitoring progress; 

• Conducting regular planning and preparedness exercises and events to ensure 
the CVRD has the knowledge, ability, and plans to respond and recover from 
security threats; 

• Assisting in the development of Privacy Impact Assessments as they relate to 
information and data security; 

• Identifying system weaknesses and implementing remediation protocols to 
improve overall system security; 

• Setting the overall remote access security policy and thresholds for the 
organization and employees; 

• Ensuring data safety and security in both the implementation and ongoing 
support of payroll and HRIS legacy systems; 

• Mentoring other Information Systems staff responsible for day-to-day security 
monitoring and response and the delivery of information security projects; 

• Managing vendors and consultants providing information security software, 
systems and services; 

• Directing and leading IT security personnel, including recruiting, training, 
performance management, and fostering continuous professional growth; 

• Establishing and maintaining effective working relationships with internal and 
external stakeholders; 

• Managing the security budget and resources. 



Our ideal candidate is: 

• A strong communicator with demonstrated success in facilitation, consensus 
building, and conflict resolution; 

• Well-versed in security systems configuration and operation technologies and 
practices including end-to-end problem management and root cause analysis; 

• Skilled and experienced in risk management and risk assessment principles with 
a strong understanding of confidentiality and discretion commensurate with the 
level of trust and access held by the position; 

• Educated in Computer Science or Information Technology with a related 
bachelor’s degree supplemented by at least five years’ recent related experience 
implementing and maintaining technology related to information security 
prevention, detection, and response; 

• A certified Information Security Manager (CISM), Information Systems Security 
Professional (CISSP), or equivalent; 

• Knowledgeable in the legal requirements pertaining to the privacy of personal 
information including the Province of British Columbia’s Freedom of Information 
and Protection of Privacy Act (FOIPPA); 

• A relationship builder able to successfully initiate and facilitate effective contacts 
with external consultants, vendors and service providers; 

• Team-oriented with experience supervising staff, including the ability to lead, 
coach and motivate; 

• Able to explain technical concepts/information to users of various ability levels; 
• Motivated with the ability to plan, prioritize, and meet deadlines under pressure; 
• Current in new technology and industry initiatives with a strong understanding 

of Microsoft Entra; 
• A certificate in project management is preferred. 

A valid BC Class 5 driver’s license is required for this role. Successful candidates will 
be required to consent to a Canadian Criminal Record Check. 
 
This is an exempt position with a current annual salary of $102,753 to $122,019. 
 
To review the complete job description and to apply go to www.comoxvalleyrd.ca/jobs.  
 
The closing date for this position is November 14, 2025 at 3:00 pm. Applications for 
available positions with the CVRD must be received prior to the indicated closing date 
and time. We appreciate all applications; however, only short-listed candidates will be 
contacted. If your application is shortlisted, you will be contacted in a timely manner to 
arrange an interview. Virtual or in-person interviews are available. 
 
The CVRD respectfully acknowledges the land on which it operates is on the unceded 
traditional territory of the K’ómoks First Nation, the traditional keepers of this land. 
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The CVRD is committed to providing a safe, respectful and inclusive work environment. We 
celebrate diversity and welcome applications from all qualified candidates. 


